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Why RMF

The following documents are the beginning 
of the RMF requirements as they continue 
to evolve today.
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RMF Process

Assurance

 Trusted system:
All protection mechanisms work to process 
sensitive data for many types of users and 
maintain the same level of protection

 Assurance:
Degree of trust or confidence that the system will 
act in a correct and predictable manner in each 
and every computing situation – Confidence in 
the ability of the system security features to 
meet security objectives based on operating 
system, architecture, and connectivity.

Cybersecurity

CONFIDENTIALITY

Assurance that information is
not disclosed to unauthorized

persons, processes, or devices.

Information 
Systems

INTEGRITY

Condition existing when data is
unchanged from its source and

has not been accidentally or 
maliciously modified, altered,

or destroyed.

Confidentiality

AVAILABILITY

Timely, reliable access to data
and information services for

authorized users.

NON-REPUDIATION
Assurance the sender of data is
provided with proof of delivery
and the recipient is provided

with proof of origin, so neither
can later deny having processed

the data.

AUTHENTICATION
Security measure designed to

establish the validity of a
transmission, message, user, or
system or a means of verifying
an individual's authorization to
receive specific categories of

information.
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Defense in Depth Security Control Structure

Three classes of security controls.

 Management: actions taken to manage the 
development, maintenance, and use of the system
– Examples: policies, procedures, rules of behavior

 Operational: day-to-day mechanisms and procedures 
used to protect operational systems and environment

• Examples: awareness training, configuration management, 
incident response

 Technical: hardware/software controls used to provide 
protection of the IT system and the information it 
stores, processes, and/or transmits
– Examples: access controls, authentication mechanisms, 

encryption

Management Controls

 Security Authorization and Security 

Control Assessments 

 Planning 

 Risk Assessment 

 System Services and Acquisition

 Program Management

 Audit

 Human Resources

Operational Controls

 Awareness and Training

 Configuration Management

 Contingency Planning

 Incident Response

 Maintenance

 Media Protection

 Physical and Environmental Protection

 Personnel Security

 System and Information Integrity

Technical Controls

 Identification and Authentication 

 Access Control 

 Audit and Accountability 

 System and Communications Protection

Security Controls Structure

 Security Control Families*

 *Privacy Family “added” to NIST SP 800-53,rev. 4 as Appendix J.
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Roles

 Head of Agency (CEO)

 Risk Executive (Function)

 Chief Information Officer

 Information Owner/Steward

 Senior Information Security Officer

 Authorizing Official

 Authorizing Official Designated Representative

 Common Control Provider

 Information System Owner

 Information System Security Officer

 Information Security Architect

 Information System Engineer

 Security Control Assessor

Head of Agency

 Highest-level senior official

 Overall responsibility for information and 

information systems

 Security integrated with strategic and 

operational processes

 Establishes appropriate accountability

 Provides active support

 Oversees monitoring

Head of Agency - 2

Additional Requirements for Security

 Plan for adequate security

 Assign Responsibilities

 Review Security Controls

 Authorize Processing

Risk Executive (Function)

 Ensures risk-related considerations are 

organization-wide

 Consistent across organization

 Coordinates with senior leadership to:

– Provide comprehensive approach

– Develop risk management strategy

– Facilitate sharing of risk information

– Provide forum to consider all risk sources

Chief Information Officer (CIO)

 Designates Senior Information Security 
Officer (SISO)

 Responsible for Information security 
policies

 Ensures adequately trained personnel

 Assists senior officials with their security 
responsibilities

 Allocates appropriate resources

 Responsible for FISMA reporting

Senior Information Security Officer (SISO)

 Carries out CIO FISMA responsibilities

 Primary liaison for CIO to organization’s 

senior officials

 Possesses professional qualifications

 Heads office that conducts FISMA 

reporting
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Information Owner/Steward

 Authorizes specified information

 May or may not be same as system owner

 Provides input to Information System 

Owners

 Rules of behavior

 Single system may contain information 

from multiple Information 

Owners/Stewards

Authorizing Official

 Formally assumes responsibility

 Oversees budget

 Accountable for security risks

 Senior management position

 Approves Security Plan and Plan of Action 

and Milestone (POAM)

 Information system may involve multiple 

authorizing officials

Authorizing Official Designated 
Representative (AODR)

 Coordinates and conducts day-to-day 

security activities

 May prepare final authorization package

 Does NOT make authorization decision

Common Control Provider

 Documents common controls in security 

plan (SSP)

 Validates required control assessments

 Documents assessment findings in SAR

 Produces POAMs

Common
Controls

Information System Owner

 Also known as the Program Manager (8510.01)

 Focal point for Information System (IS)

 Responsible for IS throughout SDLC

 Addresses operational interests of user 
community

 Ensures compliance with information security 
requirements

 Develops and maintains SSP

 Prepares and maintains POAM

 Decides who has access to system

 Works with assessor to remediate deficiencies

Information System Security Officer (ISSO)

 Ensures appropriate security posture

 Serves as principal advisor to ISO

 Responsible for day-to-day security operations 
of system:

– Physical and environmental

– Personnel 

– Incident handling

– Security training and awareness

 Policies and procedures

 Active system monitoring
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Information Security Architect

 Adequately addresses security requirements in 
enterprise architecture
– Reference models

– Segment and solution architectures

– Resulting information systems

 Liaison between Enterprise Architect and 
Information System Security Engineer

 Advisor to senior officials
– System boundaries

– Assessing severity of deficiencies

– POAMs

– Risk mitigation approaches

– Security alerts

Information System Security Engineer

 Part of development team

 Employs security control best practices

 Coordinates security-related activities

Information system security engineering is
the process that captures and refines 
information security requirements and ensures 
that requirements are properly integrated into 
information technology component products 
and information systems through purposeful 
security architecting, design, development, and 
configuration.

Security Control Assessor

 Conducts SSP assessments

 Conducts control assessments

 Provides assessment of deficiencies

 Recommends corrective action

 Prepare Security Assessment Report (SAR)

 Assessor independence:

– Unbiased assessment process

– Objective information for risk determination

Roles Overview
System System

(Operational/ 

Mgmt.)

AgencyDoDRMF Role

xxHead of Agency

xxRisk Executive (Function)

xxCIO

xxxInformation Owner/Steward

xxSISO

xxAO

xxAODR

xxCommon Control Provider

xInformation System Owner

xISSO

xInformation Security Architect

xInformation System Engineer

xSecurity Control Assessor

Risk Management

The process that allows IT managers to balance 
the operational and economic costs of 
protective measures and achieve gains in 
mission capability by protecting the IT systems 
and data that support their organizations’ 
missions

Objectives:

 Achieving acceptable level of IS security

 Well-informed decisions and justifications

 Assisting in authorization decisions

Overview of Risk Management

 Process of balancing risk associated with 
business activities with adequate level of 
control to enable business to meet objectives.

 Holistically covers all concepts and processes 
affiliated with managing risk, including:

– Systematic application of management policies, 
procedures, and practices

– Tasks of communicating, consulting, establishing 
context

– Identifying, analyzing, evaluating, treating, 
monitoring, and reviewing risk.
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Risk Management Definition

The identification, assessment, and 

prioritization of risk followed by coordinated 

and economical application of resources to 

minimize, monitor, and control the 

probability or impact of adverse events or to 

maximize the realization of opportunities.

Responsibility vs. Accountability

 Responsibility belongs to those who must 

ensure that activities are completed 

successfully.

 Accountability applies to those who either 

own required resources or who have 

authority to approve execution or accept 

outcome of an activity within specific risk 

management processes.

Integrated Organization-Wide
Risk Management

("NIST Special Publication 800-39: Managing Information Security Risk" 9)

Tier 1: The Organization

• Security governance

• Techniques and 

methodologies

• Methods and procedures

• Mitigation measures

• Level of acceptable risk 

(risk tolerance)

• Ongoing monitoring

Tier 2: Mission/Business Process

 Defining core missions and business process

 Prioritizing missions and business processes

 Defining types of information needed

 Incorporating high-level information security into 

missions and business processes

 Specifying degree of autonomy

Tier 3: Information System

Allocation of controls

 System-specific

 Hybrid

 Common
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Risk Assessment Process

 Step 1: Prepare for the Assessment

 Step 2: Conduct the Assessment

 Step 3: Communicate and Share 

Assessment Results

 Step 4: Maintain the Assessment

Risk Assessment Process

Task 1-1: Identify Purpose

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Information that the assessment is intended to 

produce

 Decisions the assessment is intended to support

Task 1-2: Identify Scope

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizational applicability

 Time frame supported

 Architectural/technology considerations

Task 1-3: Identify Assumptions and 

Constraints

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Assumptions

 Constraints

 Risk tolerance

 Priorities/trade-offs

Task 1-4: Identify Information Sources

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Descriptive

 Threat

 Vulnerability

 Impact
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Task 1-5: Identify Risk Model and 

Analytic Approach

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 One or more risk models for use in conducting risk 

assessments

 Identify which model is to be used for risk assessment

Task 2-1: Identify Threat Sources

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Identify and characterize threat sources of concern

 Capability, intent and targeting characteristics for 

adversarial threats

 Range of effects for non-adversarial threats

Task 2-2: Identify Threat Events

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Potential threat events

 Relevance of the events

 Threat sources that could initiate the events

Threat Sources, Motivations, Actions
ActionsMotivationSource

Hacking, social engineering, intrusions, break-ins, unauthorized 

system access

Challenge or Ego  RebellionHacker Cracker

Computer crime (e.g., cyber stalking), Fraudulent act (e.g., 

replay, impersonation, interception), Information bribery, 

Spoofing, System intrusion

Monetary Gain Unauthorized data 

alteration, disclosure, or 

destruction 

Computer 

Criminal

Bomb/Terrorism, Information warfare, System attack (e.g., 

distributed denial of service), System penetration

System tampering

Blackmail  Destruction  Exploitation          

Revenge

Terrorist

Economic exploitation, Information theft, Intrusion on personal 

privacy, Social engineering, System penetration, Unauthorized 

system access

(access to classified, proprietary, and/or technology-related 

information)

Competitive Advantage        

Economics

Industrial 

Espionage

Employee Assault, Blackmail, Browsing of proprietary 

information, Computer abuse, Fraud and theft, Information 

bribery, Input of falsified, corrupted data, Interception, 

Malicious code (e.g., virus, logic bomb, Trojan horse), Sale of 

personal information, System bugs, System intrusion, System 

sabotage

Curiosity, Ego, Revenge       

Intelligence,  Monetary Gain,                                      

Errors & Omissions

Insider

Task 2-3: Identify Vulnerabilities and 
Predisposing Conditions

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizations

 Mission/business processes

 Information systems

Task 2-4: Determine Likelihood

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Characteristics of the threat sources

 Vulnerabilities/predisposing conditions identified

 Organizational susceptibility reflecting 

safeguards/countermeasures planned or implemented 

to impede such events
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Task 2-4: Determine Likelihood

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

("NIST Special Publication 800-30 Rev 1: Guide for Conducting Risk Assessments" Appendix G)

Task 2-5: Determine Impact

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Characteristics of threat sources

 Vulnerabilities/predisposing conditions identified

 Organizational susceptibility reflecting 

safeguards/countermeasures planned or implemented 

to impede such events

Task 2-5: Determine Impact

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

Description (paraphrased)Semi-Quantitative ValuesQualitative 

Values

Expected to have multiple

severe or catastrophic effects

1096-100Very High

Expected to have severe or 

catastrophic effects

880-95High

Expected to have serious effects521-79Moderate

Expected to have limited effects25-20Low

Expected to have negligible 

effects

00-4Very Low

("NIST Special Publication 800-30 Rev 1: Guide for Conducting Risk Assessments" Appendix H)

Task 2-5: Determine Risk

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Impact that would result from events

 Likelihood of events occurring

Task 3-1: Communicate Risk 
Assessment Results

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizational decision makers

 Support risk responses

Task 3-2: Share Risk-Related Results

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizational decision makers

 Support risk responses
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Task 4-1: Monitor Risk Factors

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizational operations and assets

 Individuals

 Other organizations

 The Nation

Task 4-2: Update Risk Assessment

Step 1: 
Prepare

Step 2: 
Conduct

Step 3: 
Communicate

Step 4:
Maintain

 Organizational operations and assets

 Individuals

 Other organizations

 The Nation

Risk Response Options

 Risk Avoidance

 Risk Mitigation

 Risk Sharing or Transfer

 Risk Acceptance

First three can be in any order, but Risk 

Acceptance is always last option.

Risk Assessment Report

 Many templates available

 No one format is defined –

organizationally-dependent

Risk Assessment and RMF

When are Risk Assessments conducted under 

RMF in accordance with SP 800-30, rev. 1?

 Step 2 – Selection of Controls

 Step 4 – Assessment of System and Controls

 Step 6 – Task 2 - Reassessment of System & 

Controls 

 At any point when new risks have been 

identified & need mitigation

Risk Assessment and the SDLC

RMFSDLC

Categorize
Initiation

Select

Implement

Develop

Acquisition

Implement Assess

Authorize

Monitor
Operations

Maintenance

Disposal

Risk

Assessment
Prepare

Conduct:
Threats Sources  

Threat Events  

Vul & Conditions

Likelihood Occurs  

Impact

Risk

Communicate

Maintain
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RMF: The Process

CATEGORIZE

Information System
Step 1

SELECT
Security Controls

Step 2

IMPLEMENT
Security Controls

Step 3

ASSESS
Security Controls

Step 4

AUTHORIZE
Information System

Step 5

MONITOR
Security Controls

Step 6

Architecture Description
Architecture Reference Models

Segment and Solution Architectures

Mission and Business Processes
Information System Boundaries

Organizational Inputs
Laws, Directives, Policy Guidance

Strategic Goals and Objectives

Priorities and Resource Availability
Supply Chain Considerations

Key Documents Produced

Security Assessment 

Report (SAR)

Authorization Decision 
Document (ADD)

Categorize

Select

Implement

Assess

Authorize

Monitor

System Security Plan (SSP)

Plan of Action & Milestones 
(POAM)

Additional artifacts (supporting documentation) may be required.

Step 1: Categorize Information System

1. Task 1-1 Security Categorization

2. Task 1-2 Information System Description

3. Task 1-3 Information System 

Registration

Sample SSP

Federal Template

p. 28 of NIST SP 800-18

Where is system categorization 
documented?

 System Security Plan

– NIST SP 800-18

 System Owner/PM responsibility

 Basic Outline includes:

– Description

– POCs

– Listing of Controls

– Approvals

– Artifacts

What gets documented in SSP?

 Mission, Vision of System

 Duty responsibilities and POCs

 System Description and Boundaries

 Security baseline of Security Controls

 Status of these controls

 Approvals

 Appendixes
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SSP Elements - 1
DescriptionSystem Security Plan Elements

The first item listed in the system security plan is the system name and 

identifier. Each system should be assigned a name and unique identifier.

System Name and Identifier

Each system identified in the agency's system inventory must be categorized 

using FIPS 199. NIST Special Publication 800-60, Guide for Mapping Types of 

Information and Information Systems to Security Categories, provides 

implementation guidance in completing this activity.

System Categorization

A designated system owner must be identified in the system security plan for 

each system. This person is the key point of contact (POC) for the system and is 

responsible for coordinating system development life cycle (SDLC) activities 

specific to the system. It is important that this person have expert knowledge of 

the system capabilities and functionality. The assignment of a system owner 

should be documented in writing and the plan should include the following 

contact information:

• Name

• Title

• Agency

• Address

• Phone Number

• Email Address

System Owner

SSP Elements - 2

DescriptionSystem Security Plan Elements

An authorizing official must be identified in the system security plan for 

each system. This person is the senior management official who has the 

authority to authorize operation (accredit) of an information system (major 

application or general support system) and accept the residual risk 

associated with the system.

Authorizing Official

This section should include names of other key contact personnel who can 

address inquiries regarding system characteristics and operation.

Other Designated Contacts

Within an agency, an individual must be assigned responsibility for each 

system. This can be accomplished in many ways. In some agencies, the 

overall responsibility may be delegated to the SISO.

Assignment of Security Responsibility

Indicate one or more of the following for the system's operational status. If 

more than one status is selected, list which part of the system is covered 

under each status:

System Operational Status

• Operational — the system is in production

• Under Development — the system is being designed, developed, or 

implemented.

• Undergoing a major modification — the system is undergoing a major 

conversion or transition.

SSP Elements - 3

DescriptionSystem Security Plan Elements

Define system as a major application or general support system.Information System Type

Prepare a brief description (one to three paragraphs) of the 

function and purpose of the system (e.g., economic indicator, 

network support for an agency, business census data analysis, 

crop reporting support).

General Description/Purpose

Provide a brief (one to three paragraphs) general description of 

the technical system. Include any environmental or technical 

factors that raise special security concerns, such as use of remote 

access, wireless technology, VoIP, etc.

System Environment

System interconnection is the direct connection of two or more IT 

systems for the purpose of sharing information resources. System 

interconnection, if not appropriately protected, may result in a 

compromise of all connected systems and the data they store, 

process, or transmit.

System Interconnection/Information 

Sharing

SSP Elements - 4

DescriptionSystem Security Plan Elements

List any laws, regulations, or policies that establish specific 

requirements for confidentiality, integrity, or availability of the 

system and information retained by Agency. The SSP will 

document the level of laws, regulations, and policies effecting 

Agency’s system.

Laws, Regulations, and Policies Affecting 

the System

In preparation for documenting how the NIST SP 800-53 security 

controls for the applicable security control baseline (low-, 

moderate-, or high impact information systems) are implemented 

or planned to be implemented, the security controls contained in 

the baseline should be reviewed and possibly tailored.

Security Control Selection

How that the security controls have been selected, tailored, and 

the common controls identified, describe each control.

Minimum Security Controls

The completion date of the system security plan should be 

provided. The completion date should be updated whenever the 

plan is periodically reviewed and updated. When the system is 

updated, a version number should be added. The system security 

plan should also contain the date the authorizing official approved 

the plan.

Completion and Approval Dates

SSP Elements - 5

DescriptionSystem Security Plan Elements

Once the information system security plan is 

developed, it is important to periodically assess the 

plan, review any change in system status, 

functionality, design, etc., and ensure that the plan 

continues to reflect the correct information about 

the system.

Ongoing System Security Plan 

Maintenance

Step 1 – Categorization Walk-Through

The following slides walk you through the 

Step 1 – Categorization process. Each 

subtask is broken down with the specific 

roles and responsibilities, inputs, outputs 

and required actions.
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Task 1-1: Security Categorization

Security Categorization
• Confidentiality, Integrity, Availability

• Low, Moderate, Hight

Task 1-1

System Security PlanDocuments

Information System Owner

Information Owner/Steward

Roles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Initial Stakeholder Meeting

 Chief Information Officer (CIO)

 Senior Information Security Officer (SISO)

 Authorizing Official/AODR 

 CDSO (Cross Domain Solutions Office) 
Representative – If needed

 Risk Executive

 Information System Owner/PM Office

 ISSO/ISSE/ISSM

 User Representatives

 Independent Evaluation Element

Task 1-1 Security Categorization

Information Necessary for Categorization

Task 1-1 Security Categorization

Information flowsUnique identifier

Organizational mission (s) – Codified in 

US law

System Owner/contact information

System usersGoverning organization

System operationLocation of system

Interconnection of systemsPurpose, function, capabilities

Security authorization/ Termination 

dates

Types of information to be processed

Security authorization process rolesSecurity Category

Acquisition/SDLC statusBoundary of system

Hardware/ Firmware/ SoftwareArchitectural description/ Network

topology

Task 1-1: Categorization Process

Step 1: 

Identify Information 
Types

Step 2: 

Select Provisional 
Impact Levels

Step 3: 

Review Provisional 
Impact Levels

Step 4: 
Adjust/Finalize 

Information Impact 
Levels

Step 5: 

Assign System 
Security Category

Task 1-1 Security Categorization

FIPS 199 Example Assignment of Impact Levels and Security Categorization

Task 1-1 Security Categorization

Process Inputs
Identify Information 

Systems

Identify 

Information 

Types

Select 

Provisional 

Impact 

Levels

Review 

Provisional 

Impact 

Levels

Adjust/
Finalize 

Information 
Impact 

Levels

Assign 

System 

Security

Category

Process Outputs

Process

FIPS 200/SP 800-53 
Security Control Selection

Security 

Categorization

1 2 3 4
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FIPS-199/SP800-60 Step 1

Identify Information Types in system

 Information System-based first

– Mission Critical

– Mission Essential

– Mission Support/Administrative

FIPS-199/SP800-60 Step 1

Identify Information Types in system

 Information-based second

– Privacy

– Medical

– Proprietary

– Financial

– Trade Secrets

– Contractor Sensitive

– Investigative

– Etc.

FIPS-199/SP800-60 Step 2

Select Provisional Impacts

 Impact for each Information Type 

identified

 Security Category (SC) determined

 Written as:

SC info type = {(confidentiality, impact), (integrity, 

impact), (availability, impact)}

FIPS-199/SP800-60 Step 3

 Review provisional impacts appropriateness 
based upon:
– Organization

– Environment

– Mission

– Use

– Data Sharing requirements

 Adjust impact levels based upon:
– Security objectives

– Operational drivers

– Situational drivers

FIPS-199/SP800-60 Step 4

 Select the impact level high water mark 

for each objective:

– Confidentiality = high, moderate, low, N/A

– Integrity = high, moderate, low

– Availability = high, moderate, low

 Assign system level high water mark based 

on aggregate of all Impact Levels

Potential Impacts

Information Types:

 Personally Identifiable Information – Moderate Impact

 Protected Health Information – Moderate to High Confidentiality Impact

 Trade Secrets – Moderate Impact

 System Information –
Impact Level Commensurate to the Information being processed

Other System Factors:

 Public Information Integrity—Low or Moderate Integrity Impact

 Catastrophic Loss of System Availability—High Availability Impact

 Supporting and Interconnecting Systems—
Use the high water mark for the system being supported

 Critical Infrastructures and Key Resources—
Based on the security level of the mission served

Task 1-1 Security Categorization
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FEA Information Types
Task 1-1 Security Categorization

Identifying Information Types

 OMB’s business reference model:
– Basis for identifying information types

– Four business areas/ 39 lines of business

 Mission based information types:
– Service for citizens (purpose of gov’t)

– Mode of delivery (to achieve purpose)

 Management & support information types:
– Support delivery of services (necessary operational 

support)

– Management of government resources (resource 
management functions)

Task 1-1 Security Categorization

Mission Areas/Information Types Service Delivery Information Types

Task 1-1 Security Categorization

Service Delivery Information Types

Task 1-1 Security Categorization

Resource Mgmt Information Types

Task 1-1 Security Categorization
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Info Types & Impact Mgmt & Support

Task 1-1 Security Categorization

Info Types & Impact: Mission Specific

Task 1-1 Security Categorization

FIPS 199 Categorization Examples

AvailabilityIntegrityConfidentialitySystem

Component

LOWMODMODContract 

Information

LOWLOWLOWAdministrative

Information

LOWMODMODInformation

System

What is the resulting rating for the overall system?
("NIST Special Publication 800-60 Volume I Revision 1: Volume 1: Guide for 

Mapping Types of Information and Information Systems to Security 

Categories" 25-26)

Task 1-1 Security Categorization

FIPS 199 Categorization Examples

"NIST Special Publication 800-60 Volume I Revision 1: Volume 1: Guide for 

Mapping Types of Information and Information Systems to Security 

Categories" 25-26

Task 1-1 Security Categorization

AvailabilityIntegrityConfidentialitySystem

Component

HIGHHIGHN/ASensor

Data

LOWLOWLOWAdministrative

Information

HIGHHIGHLOWInformation

System

Guidelines for Adjusting System Categorization

Task 1-1 Security Categorization

 Aggregation

 Critical System Functionality

 Extenuating Circumstances

 External Factors

 Public Information Integrity

 Critical Infrastructures and Key Resources

 Trade Secrets

 Overall Information System Impact

 Privacy Information

Other Considerations
Task 1-1 Security Categorization

 Aggregation

– Combinations of data which increase CIA

– “Total is > the sum of the parts”

– Especially prevalent in PII and HIPAA areas

 Criticality

– Impact on connected systems – both 

connected to and receiving from systems
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Uses of Categorized Information

Capital Planning and 

Investment Control (CPIC) 

is a decision making 

process for ensuring IT 

investments integrate:

 Strategic planning

 Budgeting

 Procurement

 IT Management

1. Identify the baseline

2. Identify prioritization requirements

3. Conduct enterprise-level 

prioritization

4. Conduct system-level prioritization

5. Develop supporting materials

6. Implement IRB and portfolio 

management

7. Submit Exhibit 300s, Exhibit 53 and 

conduct program management

Task 1-1 Security Categorization

Categorizing Privacy Information

New Guidance – SP800-122

 Organizations should identify all PII residing in their 
environment

 Organizations should minimize the use, collection, and 
retention of PII to what is strictly necessary to 
accomplish their business purpose and mission

 Organizations should categorize their PII by the PII 
confidentiality impact level

Each organization should decide which factors it will use 
for determining impact levels and then create and 
implement the appropriate policy, procedures, and 
controls.

Task 1-1 Security Categorization

Factors for Categorizing PII

 Identifiability

 Quantity of PII

 Data field sensitivity

 Context of use

 Obligations to protect confidentiality

 Access to and location of PII

Task 1-1 Security Categorization

Privacy Threshold Analysis (PTA)

 Required under:

– Privacy Act

– FISMA

– OMB M 03-22

 Used to determine if IS needs Privacy Impact 
Assessment:

– Purpose of PTA is to help organization evaluate 
information/data in system and make 
appropriate determination about how to treat 
information/data, as required by Privacy Act’s 
regulations. 

Task 1-1 Security Categorization

Privacy Impact Analysis (PIA)

PIAs are completed on information systems and 
electronic collections that collect, maintain, use, 
or disseminate PII in order to: 

 Ensure PII handling conforms to applicable 
legal, regulatory, and policy requirements 
regarding privacy

 Determine need, privacy risks, and effects of 
collecting, maintaining, using, and 
disseminating PII in electronic form

 Examine and evaluate protections and 
alternative processes to mitigate potential  
privacy risks

Task 1-1 Security Categorization

Security Controls for PII

 Creating Policies and Procedures

 Conducting Training

 De-Identifying PII

 Using Access Enforcement

 Implementing Access Control for Mobile 
Devices

 Providing Transmission Confidentiality

 Auditing Events

Task 1-1 Security Categorization
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Privacy Controls by Family Task 1-2: Information System Description

Information System Description
• Level of detail determined by security categorization

Task 1-2

System Security PlanDocuments

Information System OwnerRoles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Information System Boundaries

Defined by set of information resources 

allocated to system:

 Support same mission/business objectives

 Reside in same operating environment

Task 1-2 Information System Description

DisadvantageAdvantageBoundary Size

• Unwieldy

• Complex

• Creates conflict

Fewer documentsToo expansive

• More to manage

• Inflates cost

• Possible gaps

FocusedToo limited

Information System Boundaries

 Establishing Information System 

Boundaries

 Boundaries for Complex Information 

Systems

 Changing Technologies and Effect on 

Information System Boundaries

Task 1-2 Information System Description

Changing Technologies Effect on Boundaries

 Dynamic Subsystems

– Net-centric

– Service-oriented Architecture

– Cloud Computing

 External Subsystems

– Contractor Systems

– Government Owned – Contractor Operated 

(GOCO)

Task 1-2 Information System Description

Standalone Environments
Task 1-2 Information System Description

ISP
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Task 1-3: Information System Registration

Information System Registration
• Existence of system

• Key characteristics

• Security implications

Task 1-3

System Security PlanDocuments

Information System OwnerRoles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Impact Value

DefinitionImpact

Effectiveness reduced

Minor damage/loss/harm

Low—Limited adverse effect

Financial loss

Harm to individuals

Moderate—Serious adverse effect

Loss of life

Loss of mission capability

High—Severe or catastrophic adverse 

effect

Task 1-3 Information System Registration

Step 2: Select Security Controls

1. Task 2-1 Common Control Identification

2. Task 2-2 Security Control Selection

3. Task 2-3 Monitoring Strategy

4. Task 2-4 Security Plan Approval

Security Controls

CharacteristicsControl

Provide security for a particular information 
system ONLY

System Specific

Provide security for MULTIPLE information 
systems

Common 

Provide security for BOTH individual 
systems and multiple systems

Hybrid

Security Controls Coverage Areas

 Risk assessment

 Certification, accreditation 
and security assessments

 System services and 
acquisition

 Security planning

 Configuration management

 System and communications 
protection

 Personnel security

 Awareness and training

 Physical and environmental 
protection

 Media protection

 Contingency planning

 Maintenance

 System and information 
integrity

 Incident response

 Identification and 
authentication

 Access control

 Accountability and audit

 Program Management

Examples of Controls

AU – Audit and Accountability

 Audit Storage Capacity

 Time Stamps

 Protection of Audit Information

CM – Configuration Management

 Baseline Configuration

 Access Restrictions for Change

 Component Inventory

IA – Identification and Authentication

 Device Authentication and Authentication

 Cryptographic Module Authentication
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Step 2: Selection

The following slides walk you through the 

Step 2 – Selection process. Each subtask is 

broken down with the specific roles and 

responsibilities, inputs, outputs and 

required actions.

Task 2-1: Common Control Identification

Common Control Identification
• Determine sufficient & adequate protection

• Supplement with system specific or hybrid

• Accept greater risk

Task 2-1

System Security PlanDocuments

Chief Information Officer

Chief Information Security Officer 

Information Security Architect 

Common Control Provider

Roles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Common Controls

Hosting System Hosted System

Common Controls

Common controls are provided by the hosting system.

Task 2-2: Select Security Controls

Select Security Controls
• Baseline controls

• Tailor baseline controls

• Supplement tailored controls

• Minimum assurance

Task 2-2

System Security PlanDocuments

Information Security Architect 

Information System Owner

Roles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize
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Select
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Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Baseline Controls
Task 2-2 Select Security Controls

• Security controls descriptions, 
enhancements and scoping guidance

• Tables for translating Low-, Moderate-, and 
High-Impact results to minimum control 

baseline
• Guidance for tailoring the minimum control 

baseline to the systems’ real requirements

NIST SP 800-53

Control Definition

Controls are the policies, procedures, 

practices and guidelines designed to provide 

reasonable assurance that:

 Business objectives are achieved.

 Undesired events are prevented or 

detected and corrected.

Task 2-2 Select Security Controls
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Defense in Depth – Layered Defense

Deploy a combination of controls so if one 

control fails, another control prevents total 

compromise of system and restricts access 

to protected assets.

Task 2-2 Select Security Controls

Security Control Identifiers & Family Names

Task 2-2 Select Security Controls

SP 800-53 Appendix D
Task 2-2 Select Security Controls

Security Control Prioritization Codes
Task 2-2 Select Security Controls

Security Control Prioritization 

1. Not used in DOD

2. Installation priority only in Federal civilian systems

Control Selection Criteria

Minimum security baseline is starting point – where 
from? Tailoring of controls accomplished through:

 Scoping

 Parameterization

 Compensating guidance

Supplementing through additional controls is next using 
enhancements in SP 800-53 Sets of Controls. Additional 
Criteria:

 Operating environment

 Organizational-specific requirements

 Threat assessments

 CBA for implementation of controls

Task 2-2 Select Security Controls

Control Categories

Primary:

 Preventive

 Detective

 Corrective

Secondary:

 Supplemental

 Compensating

 Deterrent

Task 2-2 Select Security Controls
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Kinds of Controls

 Common

– Control that is inherited by one or more 
organizational information systems

 Hybrid

– Control that is implemented in part as 
common and in part as system-specific

 System-Specific

– Control that is implemented entirely within 
the information system under review

Task 2-2 Select Security Controls

Types of Controls

 Technical focus
– AC, AU, IA, SC

 Management focus 
– CA, PL, PM, RA, SA

 Operational Focus
– AT, CM, CP, IR, MA, MP, PE, PS, SI 

 Overlays for lines of business:
– HIPAA

– Military

– Financial

– ICS/SCADA

Task 2-2 Select Security Controls

FIPS 200: Selecting Security Controls

 Using SP 800-53

 Achieve Adequate Security

 Control selection based on FIPS 199 Impact Level:

– For low-impact information systems, organizations 
must employ appropriate controls from low baseline 
of controls defined in NIST SP 800-53.

– For moderate-impact information systems, moderate 
baseline.

– For high-impact information systems, high baseline.

Task 2-2 Select Security Controls

Tailoring Controls
Task 2-2 Select Security Controls

NIST SP 800-53 / CNSSI 1253

Component Service / Overlay

Command / Org

Location

Regulations

Authorizing Official

System Negotiation

PII

HIPAA

AR 25-2

Task 2-3: Monitoring Strategy

Monitoring Strategy
• Configuration management and control processes

• Security impact of proposed or actual changes

• Assessment of selected controls

• Security status reporting

Task 2-3

System Security PlanDocuments

Information System Owner

Common Control Provider

Roles

Initiation 

(concept/requirements definition)

SDLC

Step 1: 
Categorize
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Select
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Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Monitored Control Selection

Which controls?

 Determined by the information system owner or 
common control provider

 Controls that are volatile, critical, or in the POAM

How often?

 Determination of trustworthiness of the common 
control provider

 Risk assessment

 Continues throughout life cycle

Task 2-3 Monitoring Strategy
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Assessment Case

An example assessment procedure that 

provides specific actions that an assessor 

might carry out during the assessment of a 

security control or control enhancement in 

an information system.

Task 2-3 Monitoring Strategy

Task 2-4: Security Plan Approval

Security Plan Approval
• Complete, consistent, satisfies security requirements

• Correctly and effectively identifies potential risk

Task 2-4

System Security PlanDocuments

Authorizing Official

Authorizing Official Designated 

Representative

Roles

Development/AcquisitionSDLC
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Step 3: Implement Security Controls

1. Task 3-1 Security Control Implementation

2. Task 3-2 Security Control Documentation

Step 3: Implementation

The following slides walk you through the 

Step 3 – Implementation process. Each 

subtask is broken down with the specific 

roles and responsibilities, inputs, outputs, 

and required actions.

Task 3-1: Security Control Implementation

Security Control Implementation
• Information security architecture
• Categorization of subsystems

• Includes common controls and hybrid controls

• Best practices

Task 3-1

System Security PlanDocuments

Information System Owner

Common Control Provider

Roles

Development/Acquisition

Implementation

SDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Control Structure

 Controls are listed in SP 800-53 alphabetically, 
by identifier

 A number is appended to the family identifier to 
individuate each control within the family

 Each control in the catalog consists of several 
sections:
– Control (description)

– Supplemental Guidance

– Enhancements

– References

– Assignments (variables)

Task 3-1 Security Control Implementation
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Control Listing Example
Task 3-1 Security Control Implementation

Section: Control

 Concise statement of specific security capability 
needed to protect particular aspect of 
organization or IS

 Describes security activities or actions 
to be performed

Task 3-1 Security Control Implementation

Identifier and Name

Control 

Section

Section: Supplemental Guidance

 Additional information related to 
specific security control

 Organizations apply supplemental guidance 
as appropriate

Task 3-1 Security Control Implementation

Control: …

Section: Control Enhancements

 Build in additional, but related, functionality to basic control, 
or Increase strength of basic control

 Provide greater protection needed due to potential impact of loss

 Numbered sequentially within each control; Designate selection by number
– Example:  See below. If the first three control enhancements are selected, the 

control designation becomes AU-5 (1) (2) (3) 

Task 3-1 Security Control Implementation

Control: …

Supplemental Guidance: …

Section: References

 List  any applicable federal laws, Executive Orders, 
directives, policies, standards, guidelines, etc.

 May also contain pertinent websites

Task 3-1 Security Control Implementation

Control: …

Supplemental Guidance: …

Section: Assignments

 Designates where organization establishes the 

specific value of certain parameters (variables)

Task 3-1 Security Control Implementation
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SP 800-53 Table Structure
Task 3-1 Security Control Implementation

Prioritization Codes
Task 3-1 Security Control Implementation

 Sequence of Installation only

 Does not relate to achievement of level of 
mitigation

 Remember, not used by DOD

Tailoring Controls
Task 3-1 Security Control Implementation

Tailoring Controls
Task 3-1 Security Control Implementation

 3 primary areas

– Scoping Guidance

– Compensating Controls

– Organizational-defined parameter specifications

 Aligned with operational activities

 Aligned with operating environment

Note: Review Tailoring Pyramid from last chapter.

Scoping Guidance Areas
Task 3-1 Security Control Implementation

 Common Control

 Security Objective

 System Component Allocation

 Technology

 Physical Infrastructure

 Policy/Regulatory

 Operational/Environmental

 Scalability

 Public Access

Scoping Considerations
Task 3-1 Security Control Implementation

 Control Allocation and Placement Considerations

 Operational/Environmental–Related 
Considerations
– Mobility

– Single-User Systems and Operations

– Data Connectivity and Bandwidth

– Limited Functionality Systems or Components

– Information and System Non-Persistence

– Public Access

 Security Objective-Related Considerations

 Technology-Related Considerations

 Mission Requirements-Related Considerations
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Organization-Defined Parameters
Task 3-1 Security Control Implementation

Security controls containing organization-

defined parameters (i.e., assignment and/or 

selection operations) give organizations 

flexibility to define certain portions of 

controls to support specific organizational 

requirements or objectives.

Supplementing Controls

 Sometimes baseline controls are not 

sufficient to address specific threats and 

vulnerabilities

 Inputs for supplementation may include 

risk assessment or regulations, 

policies, etc.

 Not same as compensating controls

Task 3-1 Security Control Implementation

Reasons to Supplement Controls

 Specific threats or vulnerabilities

 Advanced Persistent Threat

 Cross-domain services 

 Mobility

 Classified information

 Statutory or regulatory requirements
– Federal laws

– Executive orders

– Directives

– Regulations

 Highly sensitive information

 Information sharing

 Application-layer security

Task 3-1 Security Control Implementation

Compensating Controls

Operational, Management, and Technical 

controls employed in lieu of recommended 

controls that provide equivalent or 

comparable protection for a system.

Task 3-1 Security Control Implementation

Compensating Control Selection

Task 3-1 Security Control Implementation

3 part control selection:

 Select from NIST SP 800-53, or adopt 

suitable compensating control from 

another source

 Provide supporting rationale 

 Assesses and formally accept risk

Example 1

Session Lock

 To prevent access to specific workstations, 
information system activates session lock 
automatically after specified time period.

 Issue: Not practical when immediate 
supervisor or operator responses are 
required  - Air Traffic Control.

 What are possible compensating controls?

Task 3-1 Security Control Implementation
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Tailoring of Controls Result

 Sufficiently mitigate risks to organizational 

operations and assets, individuals, other 

organizations, and Nation.

 Decision always risk-based – not for 

convenience.

Task 3-1 Security Control Implementation

Security Control Assurance

 Grounds for confidence that controls are 

effective

 Developers, implementers, and operators

– Specification, design, development, 

implementation, operation, and maintenance

 Security control assessors

– Implemented correctly

– Operating as intended 

– Producing the desired outcome

Task 3-1 Security Control Implementation

Control Completion Milestones

 Control Allocation

 Sound Documented Methodology

 Common Control Inheritance

 Hybrid modification, if needed

 Meets Minimum Assurance Requirements

 Meets all Regulatory & Statutory 

Requirements

Task 3-1 Security Control Implementation

Control Revisions & Extensions

Controls are reviewed and revised 

periodically for several reasons:

 Experience gained from using control

 Changing Security Requirements

 Emerging threats, vulnerabilities & attack 

methods

 Availability of new technology

Task 3-1 Security Control Implementation

Task 3-2: Security Control Documentation

Security Control Documentation
Planned inputs, expected behaviors, expected outputs for 

technical controls in the hardware, software or firmware

Task 3-2

System Security PlanDocuments

Information System Owner

Common Control Provider

Roles

Development/Acquisition

Implementation

SDLC

Step 1: 
Categorize

Step 2: 
Select
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Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Controls

What other types of controls are not listed here?

Define and discuss different controls with the 

class.

Task 3-2 Security Control Documentation

Log ManagementFirewalls

Operating SystemsSecurity Software

Event ManagementApplications

Approved ConfigurationsAuthentication Mgmt

Incident HandlingSecurity Checklists

Impact AnalysisContingency Planning

Awareness and TrainingBackup
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Security Controls Documentation

Task 3-2 Security Control Documentation

 Document the control implementation in SSP:

– Planned inputs

– Expected Behavior

– Expected Outputs

 Functional Description

 Traceability Matrix to Requirements

 Platform Dependencies

 Responsible Person/CCP

Developer & Stakeholder Activities

Task 3-2 Security Control Documentation

Developer:

 Provide system architecture and software design

 Identify all necessary network connections

 Provide assurance of integrity of all integrated 
components

Stakeholder:

 Conduct initial certification analysis

 Forward design revisions and certification analyses to 
developer throughout system development

 Conduct system test readiness review

Step 4: Key References

 NIST Special Publications:

– 800-30 Rev1: Risk Assessment

– 800-53A Rev4: Control Assessment

– 800-115: Technical Assessment

Step 4: Assess Security Controls

1. Task 4-1 Assessment Preparation

2. Task 4-2 Security Control Assessment

3. Task 4-3 Security Assessment Report

4. Task 4-4 Remediation Actions

6 Key Areas for Assessment

 Prepare for security control assessment 

 Establish security control assessment plan 

 Determine security control effectiveness 

 Develop initial security assessment report 

 Perform initial remediation actions 

 Develop final security assessment report 

and addendum

Why Assess? – Gap Analysis

(From FITSI.ORG/FITSP-M)
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Security Assessment Plan

1. Develop security assessment policy.

2. Prioritize and schedule assessment.

3. Select and customize testing techniques.

4. Determine logistics of assessment.

5. Develop the assessment plan.

6. Address legal considerations.

("NIST Special Publication 800-115: Technical Guide to Information 

Security Testing and Assessment: Recommendations of the 

National Institute of Standards and Technology " 6-1--6-13)

Step 4: Assess

The following slides walk you through the 

Step 4 – Assess process. Each subtask is 

broken down with the specific roles and 

responsibilities, inputs, outputs and 

required actions.

Task 4-1: Assessment Preparation

Assessment Preparation
• Objectives for Security Control Assessment

• Roadmap of how to conduct assessment

• Assessment procedures

Task 4-1

Security Assessment PlanDocuments

Security Control AssessorRoles

Development/Acquisition

Implementation

SDLC

Step 1: 
Categorize

Step 2: 
Select
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Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Technical Expertise and Level of Independence

Experienced Assessor:

 Required skills

 Technical Expertise

 Knowledge and experience: Hardware, software, 
firmware

Independent Assessor:

 Individual or Group

 Free from perceived or actual conflicts of interest

 Not directly involved in contracting process

Task 4-1 Assessment Preparation

Task 4-2: Security Control Assessment

Security Control Assessment
• Developmental testing and evaluation

• Automation whenever possible

Task 4-2

Security Assessment PlanDocuments

Security Control AssessorRoles

Development/Acquisition

Implementation

SDLC

Step 1: 
Categorize
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Select
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Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Security Assessment Results

Security Control Assessment Objectives:

 Implemented correctly

 Operating as intended

 Producing desired results with reference 

to security objectives (C,I,A)

Task 4-2 Security Control Assessment
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Original Assessment Methods

Assessment procedure steps will include the 

appropriate evaluation method(s) from the 

following list: 

 Test (T)

 Observation (O)

 Document Review (D)

 Interview (I)

Task 4-2 Security Control Assessment

Methods of Security Assessment

Assessment: Determining how effectively an 

entity being assessed meets specific security 

objectives.

Testing Examination Interviewing

NIST Methods for Assessment

 Examine
– Observation & Review

 Interview

 Test

Attributes to look for: 
– Depth (Basic, Focused, Comprehensive) 

– Coverage (Basic, Focused, Comprehensive) 

– Determined by Assurance Requirements 

– Defined by Organization

Task 4-2 Security Control Assessment

Assessment Tasks

 Ensure proper policies in place

 Ensure all previous RMF Steps completed

 Ensure all Common Controls in place and 
implemented

 Collect and evaluate system artifacts

 Assessment testing:
– Vulnerability scanning

– Log review

– Penetration testing

– Configuration checklist review

Task 4-2 Security Control Assessment

Strategies for Conducting Assessments

 Maximize use of common controls

 Share assessment results

 Develop organization-wide procedures

 Provide organization-wide tools, 

templates, techniques

Task 4-2 Security Control Assessment

Building an Effective Assurance Case

 Compiling and 
presenting 
evidence

 Basis for 
determining 
effectiveness of 
controls

 Product 
assessments

 Systems 
assessment

 Risk determination

Task 4-2 Security Control Assessment

175 176

177 178

179 180



Assessment Procedures

 Assessment Objectives

 Determination Statements

 Assessment Methods

 Assessment Objects

 Assessment Findings

Task 4-2 Security Control Assessment

Example: Control Definition
Task 4-2 Security Control Assessment

Objective Determination Statement
Task 4-2 Security Control Assessment

Subsequent Objectives
Task 4-2 Security Control Assessment

Assessment Objects

 Specifications (Artifacts)

 Mechanisms (Components of an IS)

 Activities (Actions)

 Individuals 

Task 4-2 Security Control Assessment

Benefits of Repeatable & 

Documented Methods

 Provide consistency and structure 

 Minimize testing risks

 Expedite transition of new staff

 Address resource constraints

 Reuse resources

 Decrease time required

 Cost reduction

Task 4-2 Security Control Assessment
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System & Network Assessment Methods

Task 4-2 Security Control Assessment

 Log reviews

 File integrity checkers

 Penetration testing

 Vulnerability scanning

 Social engineering

 Wireless scanning

 Network scanning and discovery

 Prior Assessment Reports

Technical Assessment Techniques 1

Task 4-2 Security Control Assessment

 Review techniques:
– Documentation review

– Log review

– Ruleset review

– System configuration review

– Network sniffing

– File integrity checkers

 Target ID and analysis techniques:
– Network discovery

– Network port and services identification

– Vulnerability scanning

– Wireless scans

Technical Assessment Techniques 2

Task 4-2 Security Control Assessment

 Vulnerability tools and techniques:
– Network scanning

– Vulnerability scanners

– War dialing

– War driving

 Target vulnerability validation techniques:
– Password cracking

– Penetration testing

– Social engineering

Task 4-3: Security Assessment Report

Security Assessment Report
• Issues and findings

• Recommendations for correcting weaknesses and 

inefficiencies

Task 4-3

Security Assessment ReportDocuments
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Implementation
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Task 4-4: Remediation Actions

Remediation Actions
• Review and prioritization of findings

• Remediation actions

• Reassessment of risk

Task 4-4

Security Assessment ReportDocuments

Information System Owner

Common Control Provider

Security Control Assessor

Roles
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Implementation
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Chapter 9:
Step 5: Authorize
Upon completion of this chapter, you will be able to:

 Support the creation and completion of the plan of action 
and milestones (POA&M) in accordance with your RMF role.

 Describe the contents of the security authorization package.

 Authorize or support the authorization of the information 
system.

 State the level of acceptable risk for your information system.

 Adhere to the correct procedures when a system is 
authorized to operate, given interim authorization, or not 
authorized to operate .

CAP Exam Prep

 The authorization step of the RMF process is the focus of 
many CAP exam questions.
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Building an Effective Assurance Case

 Compiling and presenting evidence

 Basis for determining effectiveness of 

controls

 Product assessments

 Systems assessment

 Risk determination

Step 5: Authorize Information System

1. Task 5-1 Plan of Action and Milestones

2. Task 5-2 Security Authorization Package

3. Task 5-3 Risk Determination

4. Task 5-4 Risk Acceptance

Step 5: Authorize

The following slides walk you through the 

Step 5 – Authorize process. Each subtask is 

broken down with the specific roles and 

responsibilities, inputs, outputs and 

required actions.

Task 5-1: Plan of Action and Milestones

Plan of Action and Milestones
• Describes remediation tasks

• Allocates resources to tasks

• Sets milestones and schedule for task completion

Task 5-1

Plan of Action and MilestonesDocuments

Information System Owner

Common Control Provider

Roles

ImplementationSDLC
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POA&M Layout
Task 5-1 Plan of Action and Milestones

POA&M Fields

 Type of weaknesses

 Office or organization responsible for 
correcting weaknesses

 Amount of money needed to correct 
weaknesses

 Scheduled completion date for weaknesses

 Key milestones with completion dates

 Milestone changes

 Source of weaknesses

 Status

Task 5-1 Plan of Action and Milestones
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Sample POA&M
Task 5-1 Plan of Action and Milestones

Task 5-2: Security Authorization Package

Security Authorization Package
• Protected by federal and organizational policies

• Strongly encouraged to use automated support tools to prepare 

and manage

Task 5-2

System Security Plan

Security Assessment Report

Plan of Action and Milestones

Documents

Information System Owner

Common Control Provider

Roles

ImplementationSDLC
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Security Authorization Package:
What’s Inside?

An overview of security requirements, description of 

agree-upon security controls, and other supporting 

security-related documents

Security control assessment results and 

recommended corrective actions for control 

weaknesses or deficiencies.

Measures planned to correct weaknesses or 

deficiencies and to reduce or eliminate know 

vulnerabilities

Task 5-2 Security Authorization Package

System Security 
Plan

Security 
Assessment 

Report

Plan of Action 
and 

Milestones

Task 5-3: Risk Determination

Risk Determination
• Current security state of the system

• Recommendations for addressing residual risks

• Threats, vulnerabilities, potential impacts

Task 5-3

System Security Plan

Security Assessment Report

Plan of Action and Milestones

Documents

Authorizing Official

Designated Representative

Roles

ImplementationSDLC
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Risk Management Strategy

 How is risk identified?

 How is risk evaluated?

 How is risk addressed?

 What is risk accepted?

 How is risk monitored?

Task 5-3 Risk Determination

Task 5-4: Risk Acceptance

Risk Acceptance
• Authorization decision

• Terms and conditions for authorization

• Authorization termination date

Task 5-4

Authorizing Decision DocumentDocuments

Authorizing Official (only)Roles

ImplementationSDLC

Step 1: 
Categorize
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Select

Step 3: 
Implement
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Step 5 
Authorize
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Authorization to Operate (ATO)
Task 5-4 Risk Acceptance

AUTHORIZED

TO 

OPERATE

Denial of Authorization to Operate (DATO)

Task 5-4 Risk Acceptance

Authorization Decision Document
Task 5-4 Risk Acceptance

• Authorization decision
• Terms and conditions for authorization

• Authorization termination date
• Risk executive (function) input (if 

provided)

Authorization Decision Document

 Security Accreditation Decision Letter

– Security accreditation decision

• Supporting rationale for accreditation decision

– Terms and conditions for authorization

– Authorization termination date

 Prepared by the Authorizing Official’s 

Designated Representative

Task 5-4 Risk Acceptance

Continuous Monitoring

 Near real-time risk management

 Ongoing updates to Security plan, SAR, 

and POAM

 Reduces level of effort needed for 

reauthorization

 Scaled with information system’s impact 

level

Step 6: Monitor

The following slides walk you through the 

Step 6 – Monitor process.

Each subtask is broken down with the 

specific roles and responsibilities, inputs, 

outputs and required actions.
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Task 6-1: Information System &

Environment Changes
Information System & Environment 

Changes
• Conduct impact analysis

• Corrective actions initiated

• Appropriate documents revised and updated

Task 6-1

System Security Plan

Security Assessment Report

Plan of Action and Milestones

Documents

Information System Owner

Common Control Provider

Roles
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Configuration Management Process

Security Impact Analysis of Change Requests

 NIST SP 800-128

 Security-focused configuration 
management

 Every CR needs SIA = Security Impact 
Analysis prior to CCB approval of proposed 
change

 In DOD, this activity is currently falling on 
the ISSM in conjunction with system ISSO

Task 6-1 Information System & Environment Changes

System Configuration Management

 Control CA-7

 SP 800-128

 Security Configuration Mgmt first step for 

Monitoring System Status

Configuration Management Process

Patch and Vulnerability Management

 Proactively prevent exploitation of vulnerabilities

 Reduce time and money spent on vulnerabilities

 Reduce, eliminate or manage exploitation

 Additional code developed to 
address known vulnerabilities
in software

 Enable additional functionality
or address security flaws

 SP 800-40 – PVM Program

Task 6-1 Information System & Environment Changes

Configuration Management Process

Security Content Automation Protocol (SCAP)

A suite of specifications for organizing and 

expressing security-related information in 

standardized ways, as well as related 

reference data, such as identifiers for 

software flaws and security configuration 

issues.

Task 6-1 Information System & Environment Changes

Automation and Reference Data Sources

 Security Content Automation Protocol 

(SCAP)

– What can be automated with SCAP

– How to implement SCAP

– Partially automated controls

 Reference data sources

– National vulnerability database (NVD)

– Security configuration checklists

Task 6-1 Information System & Environment Changes
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Security Content Automation Protocol

 SCAP compliments security assessments

 Automates monitoring & reporting:

– Vulnerabilities

– Configurations

 Open Checklist Interactive Language (OCIL):

– Partially automated monitoring

– Express determination statements in a format 
compatible with SCAP

Task 6-1 Information System & Environment Changes

Task 6-2:

Ongoing Security Control Assessments

Ongoing Security Control Assessments
• Assess a subset of security controls on an ongoing basis

• Independent assessors

• Reuse of assessment results

Task 6-2

System Security Plan

Security Assessment Report

Plan of Action and Milestones

Documents

Security Control AssessorRoles

Operation/MaintenanceSDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Task 6-3: Ongoing Remediation Actions

Ongoing Remediation Actions
• Plan of Action and Milestones

• Findings of ongoing monitoring

• Advice of security control assessor

Task 6-3

Security Assessment ReportDocuments

Information System Owner

Common Control Provider

Roles

Operation/MaintenanceSDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Task 6-5: Security Status Reporting

Security Status Reporting
• New vulnerabilities and mitigation

• Time-driven, event-driven, or both

• Flexible format

Task 6-5

Security Status ReportDocuments

Information System Owner

Common Control Provider

Roles

Operation/MaintenanceSDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Performance Measurement

Task 6-5 Security Status Reporting

Performance

Measures

• Quantifiable Information

• Based on readily obtainable data

• Repeatable information

• Useful for tracking performance

• Useful for directing resources 

Task 6-6: Ongoing Risk Determination & 

Acceptance

Ongoing Risk Determination & Acceptance
• Use of automated support tools

• Use of metrics and dashboards

Task 6-6

Security Status ReportDocuments

Authorizing OfficialRoles

Operation/MaintenanceSDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor
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Task 6-7: Information System Removal 

& Decommissioning

Information System Removal and 

Decommissioning
• Coordinate with supported systems

• Media sanitation

• Archive information

• Close support agreements

Task 6-7

Security Status ReportDocuments

Information System OwnerRoles

DisposalSDLC

Step 1: 
Categorize

Step 2: 
Select

Step 3: 
Implement

Step 4:
Assess

Step 5 
Authorize

Step 6: 
Monitor

Disposal of System Components

System disposal has five parts:

1. Building and executing a 

disposal/transition plan

2. Information preservation

3. Media sanitization

4. Hardware and software disposal

5. System closure

Task 6-7 Info System Removal & Decommissioning

Types of Media Sanitization

 Disposal - discarding media with no other 

considerations

 Cleaning - must not allow information to be 

retrieved by data, disk, or file recovery utilities

 Purging - protects confidentiality of 

information against laboratory attack

 Destroying - disintegration, incineration, 

pulverizing, shredding, and melting

Task 6-7 Info System Removal & Decommissioning
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